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When Trust Fails
Deepfakes as an 

Insider Threat
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Finance worker 
pays out $25 
million after video 
call with 
deepfake ‘Chief 
Financial O fficer’ 
CNN, Feb 2024
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Insider Threat
Exploring the Varieties
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Types of Insider Threats

Intentional / 
Opportunistic 

Insiders

Negligent 
Insiders

Compromised 
Insiders

Third-Party 
“Insiders”

Collusive 
Threats
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Emerging Insider Threats

AI Impersonation
(Deepfakes)

Malicious AI Chatbots

Misinformation from 
Infected Chatbots

Prompt Injection / 
Training Data Poisoning

Shadow AI 
(Unauthorized AI Use)

Synthetic Social 
Engineering



Traditional Insider Threat Story
How Hackers Impersonated 

Employees and Stole > €1M in Bitcoins 
from a client
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An Insider Threat story

“Our team was asked by a law firm to investigate a 
suspected Bitcoin fraud  case. The case involved a 
client’s failed withdrawal attempt from a trading 
account. The client was first contacted by Email , then by 
Phone call , and later via WhatsApp  by someone posing 
as a financial employee (using what appeared to be the 
company’s legitimate resources), who asked him to make 
a deposit for verification and persuaded him to install 
AnyDesk  for remote assistance. During remote access, 
bitcoin transfers were made from the client’s wallet.”



From Regulations to Operations 
Addressing Insider Threats
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Addressing Insider Threats

Training 
& 

Culture Security Controls

Governance

Regulation & Supervision

Society



Thank You
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